== Internal Audit - Findings

Total Findings by Audit Type

Audit Type @ Compliance @ lnvestigation @ FPerformance @Safety & Security Cerdification

52

Issuwe State
@ Closed
i Reviewsd

@ Completed

- = I- — 50 -

2017 2020 2021 2022 2023 2024
Total Findings Open Findings
Plan Year Compliance Effectiveness & Financial Infernal Control  ITiITechnology Operational Risk Safety & Security
Efficiency Management

2017 3

2018 3 1| 4 3
2018 B 1 3 1 2 13
2020 2 2 | 1 1 1 :
2021 4 3 g 7 i i 21
2022 4 1 | 4 2 5
2023 1 1 1 13
2024 2 1 1 3




Audit Year Title

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2024 Audit Plan

2023 Audit Plan

2023 Audit Plan

Responsible
Party

Finance
Finance
Finance

Finance

Finance

Safety

Safety

Safety

Internal Audn

Internal Audit

Internal Audat

Capital Time Coding
Capial Time Coding
Capal Time Coding

Capital Time Coding

Capaal Time Coding

LLE AP 2000-3000

LLE AP 2000-3000

LLE AP 3000-4000 and
8000-7000

- f

2023 Internal Audit o
Internal Safety
Program

2023 Internal Audit of
Internal Safety
Program

=~

2023 Internal Audit of
Internal Safety
Frogram

Performance
Performance
Performance

Performance

Performance

Safety &
Security
Certfication
Safety &
Security
Cerntification
Safety &
Security
Certification

Compliance

Compliance

Compliance

Internal Audit - Details

nconsistent Policy Awareness

Incorrect project labor charges for
direct-charge empioyees

Lack of clear criteria for overhead costs

Limited avadability of project reporting
to ensure accuracy over labor charges

Scound Transit lacks key policies and
procedures for reporting, tracking, and
reviewing charged uime

Finding 1-LLE Project documentation
not auditable at tme of audit

Finding2-Cenifiable tems have
ncomplete or missing references to
documentation

F1 AP3000 CI forms had missing
references in SIMMS

Central Link 2021 4.2.4.1 the auda
result was ksted as "Audit team will
review documents in ShareFoint” on
the notes but does not provide any
nformation about what documentation
was reviewed on SharePoint, nor the
ocutcome of the review

Evidence supporting a risk-based audit
plan, based on the criteria above, has
not been developed

The Observation logs are missing the
creation date, therefore tracking them
for 180 day foliow ups will not be
sccurate

Issue Category

Compliance
Compliance
Financial

Effectvensss &
Efficiency

Internal Control
Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

Issue Type

F nding
Finding
Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Conduct periodic training for time
charging employees

See Finding #1: Inconsistent Policy
Awarsness

Evaluate the adequacy of existing
policies

Leverage other systems and reporting
tools to monitor labor budget-to-actual
cosis

Leverage ERF/EAMS and FMIS projects
to enhance the payroll sysiem to report,
track and review time charges

Finding 1-Froject Documentation was un-
auditable at the time of the audit

Finding2-Ongoing inconsistencies and
missing references in SSIMS

F1-AF3000 Cl Forms in SIMMS missing
references

Review Revise AUD-04 Qualy
Assurance and Improvement Program
(QAIP)

Director to work with TSS Director to
develop process on what data to collect.

Audit and Transportation Safety Divisions
to ensure that all sudit observations are
also tracked on the “hazard log®

Open
Open
Open

Open

Open

Open

Open

Open

Clos

-
-



Audit Year Title

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

Responsible

Party

Internal Audit

nternal Sudit

Internal Audit

Operations

Jperations

Crperations

Jip=rations

Operations

2023 Internal Audit of

Intzrnal Safzty
Frogram

2023 Internal Audit of
Int=rnal Safsty
Frograrm

2023 Internal Audit of

Int=rnal Safsty
Frogram

Evaluating Operationa
Technology & Transi
Systems Jutages

Siate of Good Repair
process - Morthgate
Link Extension

State of Good Repair
process - Morthgate
Link Extension

Track Maintenance
Scheduling — Link light
rail

Track Maintenance
Scheduling — Link light

r3

2023 LIMNK Intz=rmal
Safety Audit

Compliancs

Compliance

Compliancs

Performance

Performance

Performancs

Performance

Performance

Compliancs

Internal Audit - Details

There are conflicting statements in
TS5 2021 Central Link Audit report
regarding witten procedures for HCM
conducting nvesbgations on behalf of
ST

TS5 2021 Central Link Checklist tem
2.4 4 for communicating SMS
mplementation, results state “has not
b==n dene” with 3 moderate risk, but
na finding is identifisd
TS5 2021 Central Link Final Raport
ltem 4.1.1.5 and 4.1.1.8 audi resulis
st “Safety is not conducting station
nspections”.

Mo defined acoeptable range of system
disruption time and frequency

Lin=ar Assef inventory and condition
assessments are not in line with state
and federal regulations

Sound Trancsit has not updsted the
TAM FPlan

Inadequate Documeniation Reviews o
Support Monthly Invaices & Work
Performed

Lack of Formal Training Program and
5T Monitoring Processes

Mode-specific goals arcund continuous
mpravernsnt and reducing risk were
not identified or were cbserved missing
from the Joint Ral Safety & Secunty
Cormmmittse [JRSS5C) charter for Link.

Issue Category

Safety &
Security

Safety &
Security

Safety &
Security

Fisk
Management

Compliancs

Strategic

Financisl

Cperaticna

Safety &
Security

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Tite

Review'Revise AUD-04 Cuakty
Assurance and Improvemsnt Program
(LUl

Feview andicr revice Comectve Actions
(AUD -03) and Compliance Audit Group
SOP 54-03 to calibrate determination of
findings and observations

Review'Revise AUD-04 Cuakty
Assurance and Improvemsnt Program
[CWAIF)

Develog a plan to address all technology
changes to meet KF|s

Oata updates by the EAMS Admin tearm

Resstablish the Transit Assst
Manzpgemsent Plan (TAMF) in compliance
with state and federal regulations
reporting requirements

Ac=signment of 3 Technica
Reviewer'Zubject Matter Expert

Enhance the current training matrix o
inclede formal tramning that are required
by applcable requiraments and industry
practices.

Clos

Closed

Clos

Open

Open

Closed

Cpen

JRESSC will revise the charter to 3dd goals Open



Audit Year Title

-

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

2023 Audit Plan

20232 Audit Plan

20232 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

Responsible

Crperaticns

Frocursment,
Confracts &
Agrzemsents

Frocursment,
Confracts &
Agrzemsants

2023 LIMK Intermal
Safety Audit

2023 LIMK Intemal
Safety Audit

2023 Tacoma Link
Internal Safaty Audit

2023 Tacoma Link
Internal Safety Audit

2023 Tacoma Link
Intzrnal Safety Audit

HTLE AP G000-2000

ertical Conveyance
Systems Audit

‘erlical Conveyance
Systems Audit

Werticsl Conveysnce
Systems Audit

Wertical Conveyance
Systems Audit

Audit Type

Compliance

Compliance

Compliance

Compliance

Compliance

Safety &
Security
Certification

FPerformancs

Performancs

Performance

Performance

Internal Audit - Details

The agency lacks 5 comprehensive
Bafety Traming Plan covsring sll safsty
training types and staff categories.

There is ne fermal process for
evaluating the effectivensss of
mitigations implemented to address
safety hazards for Link.

Mode specific geals around continuows
mprovernsnt and risk reduction were
not identified from teo [2) Tacoma Link
safety committze chamers.

The agency lacks a comprehensive
Bafety Traming Plan covering sll safety
training types and staff categories.

Thers is ne foermal process for
evaluating the effectivensss of
mitigations implemeantad to address
safety hazards for Tacema Link

Mo standard for post-construction non-
conformities relsting to CIL items.

Sacklog of Scheduled Preventie
Maintenance dats, indicstive of
und=srreporting.

Lack of documentary contrals owver
conditions assessments.

COl Forrns weere not required and
chtained for certain procursmsents par

Informal evaluation of ‘past
performance’ during pre-procuremsnt
phase [confrary o 48 U.5.C. 5325{)].

|ssue Category

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security
Safety &
Security
Safety &
Security

Clpersticna

Dperationa

Compliance

Compliance

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Dewelop Employes Safety Training

Profiles, Develop 3 agency training plan &

S0P

TSS will frackftrendireport data quarterly,

further azsesemeniz will 2= made a=z
nesded.

TSE taking cwnership of TLSSC, new
charter will melude goals

Dewelop Employes Safety Training

Profiles, Develop 3 agency training plan &

SOP

TSSE will frackftrend'report data guarterly,
further azzes=meniz will 22 made a=
needed

Develop standard for posi-construction
non-conformities related to CIL items.

Enhance reporting confrols {on-site
inspeciions and recordation of monthhy
PMs)

Annual formal condition assessment of a
assets in ling with All-Agenoy

Maintenance contract (Mo. RTARP 0100-

18] and documentation in archives
Enhance detsction contrals

Enhance design and implernentstion of
controd activibes

Action
Flan State

Open

Clased

Open

Open

Clos

Cpen

Open

Cpen

Clos

Clased



Audit Year Title

-

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

2022 Audit Plan

Responsible

Ssfery

SBE (Strategic
Susiness
Sanvices)

Sound Transit

2022 Link Light Rail
Intzrnal Safety Audit

2022 Sounder
Commuter Rail Internal
Safety Audit

Contract Deliverablecs
for Transit Police

Downtown Redmond
Link (ORLE) - AP 1000

Esstlink E320 - AF
10002000

Tacoma Link LRV
Frocursment - AP
4000/2D00

Tacoma Link LRW
Procurement - AP
4000/5000

Data Clas=ification
Crwersight & Retantion

Agency Agresmenis
Audit

Comgpliancs

Compliancs

Perormancs

Safety &
Seaurity
Certificaton

Safety &
Security
Certificaton

Safety &
Security
Certificabon

Safety &
Seourity
Certificaton

Performance

Perormancs

Internal Audit - Details

Issue Title

- . . . u-l..'. -
It is unclear whether 5T has performsd
annual reviews of the KCM ASPE.
Additionally, there is no documented
exvidence that coordination of 3 review
orocess has faken placs.

SCR Audit Report provided cutside of
established timeframes

Contract Defiverables are Mot Being
et

The S5IMS cenifiable items were not
adeguatsly referenced o the
Freliminary Hazard Analysis IO
numbsrs

Finding1.E340- Threat WVulnerability
Asz==sment

Al Qualification Testing was not
achieved prior to the shipment of the
first wehicle.

Certifiable tem conformance
documentation was not uploaded into
S5IM= at a congruent pace with
current phases of prajects.

The Agency's Data Classification
Standard has not been implemsnted
via Agency processaes andior
procedures.

Inadequate design of control activities
specific to the planning and
development of Agency Agresmenis

Issue Category

Safety &
Security

Compliance
Intemal Control
Safety &

Security

Safety &
Security

Safety &
Security

Safety &
Security

Intemal Contral

Intemal Control

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

P

ST Awdit Division will utilize TeamMate
saftwars to manage audit timelines
[stages of the audit process)

Hiring of an HR Analyst

We will verify that the item source is
properly populated after initial uploading
in S5IMS.

We are currently preparing the 2240 TWVA
for formal submittal to the East Corridor
SSCHS. From there, it will be pushed to
a higher level committes, the 5T Safety
and Security Hazard Owersight Panel
[SHOFP) for accepiance.

The 2 gualification tests that were

compleied on subsequent vehicles will be
taken to SSCRSE for discussion and
==

Cualification and Production verification
documentation are pending submission.
Two qualification test reports have besn
accepted by Saund Transit.

Develop and implemsant the procedurss
for data Isbelling in the agency’s systems

Ceontral Environment: Re-svaluste the
existing cperational structurs and relatsd
policies

Closed

Open

Closed

Closed

Closed

Clesed

Closed

Cpen

Closed



Internal Audit - Details

Audit Year Title ~ Responsible Issue Title Issue Category Issue Type Action Plan Titke
Party
2022 Audit Plan  Souwnd Transit Siructurs Owersight for  Performance  Processes Incomplete or Missing Effectiwensss &  Finding Apgency Acquisition and T20 plan Closed
Bridpes, Garages, Efficiency

Stations and Tunnels

2022 Audit Plan Sound Transit Structure Owersight for  Performance Processes NotAlgne Complisncs Finding Consolidste and re-align processses Clos
Bridpes, Garages,
Stations and Tunnsls

2022 Audit Plan  Souwnd Transit Werticsl Conveyance Performance Inadeguate documsntary controls Intemnal Contral  Finding Enhance control activities related to Closed
Systems Audit evidencing sufficiency of compliance contract administration and ensure
verification reviews of payments alignment with applicable regulations and
against key reguirements siandards
2022 Audit Plan  Sound Transit Wertical Conveyance Performancs ncomplete Assst Inventory Listings to Strategic Finding Mewr Recommendation Clos
Systems Audit suppodt Capitalization of Assets.
2021 Audit Plan Communications 11.28.21 Link Incident  Inwvestigation  3.05 The Siemens ground clearanca Compliance Finding Thres part Action Flan, including: Root Closed
, Marketing & Audit testing for the Series 2 wehickes was cause analysis, static (shop) conditon
Engagement completed. However, testing was test updated, and develop test procedure.

neornplete because it was not dones to
simulate "crush koad”™ weight nor tested
t 3 historically high-ridership location.

2021 Audit Plan Communications 11.28.21 Link Incident  Investigation  3.06 Whilz vehicle dynamic clearance  Intemnal Contrel  Finding See timelines for finding= 3.1, 2.2, and Clos
Marketing & Audit testing is 3 c=rtifiable item, the EMI rod a.3. These sre capiured in CAPs 107 &-C,
Engagement dentfied betwesn track clearances 106 4-C, and 105 A-D

wias not specifically listed in any check
st which is why & was not verified prior
o opening the Morthgate Link

Extension.
2021 Audit Plan Communications  11.23.21 Link Incident  Inwestigation  3.07 The transition pericd procedures  Intemnal Contrel  Finding Ugpdate rail activation plans & subplans far Closad
, Marketing & Audit da net: prescribe when that period current const. projects to articulste
Engagement should begin, nor formally designate predecessor activities to pre-rev semnvice
responsible & sccountable authorities, and rev service & designate responsible &
nar ensure that all pre-rev. & rew. accountable authorities for deciding to
planning sctivities will be completed rmowe the project into pre-rev and rey
paior fo TEVENUE SEMVIcS. ESTVICE.
2021 Audit Plan Commwunications  11.23.21 Link Ineident  Inwvestipation 3.08 Previous maintenancs work Effectivensss & Finding Two part sction plan, including: Clas
Marketing & Audit rders recorded several other incidents  Efficiency dewsloping =taff traming and procedurss
Engapernent wihers 1-Line trzins were striking an te address escslation requiremsnts

chject under the vehicks, later

Antrrrminad ta o the SRAL cad that



Audit Year Title

-

2021

Audit Plan

121 Audit Plan

2021

Audit Plan

121 Audit Plan

2021 Audit Plan

Responsible
Party

Communications
. Marketing &
Engapement

Cornmunications
Marketing &
Engapement

Communications
, Marketing &
Engapement

Communications
Marketing &
Engapement

Cormmunications
, Marketing &
Engapement

11.35.21 Link Incident

Audit

3.21 Link Incident

11.35.21 Link Incident

Audit

11.25.21 Link Incident

11.25.21 Link Incident

Audit

Audit Ty pe

Irvestigation

I rvestigation

Irvestigation

I rvestigation

Irvestigation

Internal Audit - Details

whers 1-Lins trains were striking an
oiject under the vehiclke, later
determined to be the EMI rod that
damagsd the traim on Mow. 25, Thase
work orders were not escalated.

= B =

.05 While the operator followed
prescribed training and 30Ps by
cormmunicating with the LCC and
troubleshoeting the Senss 2 train with
a s=condary handhsld radio, there was
no attempt to make a0 announcenmsnt
to the passengers from the lead eab.

£.07 King County Metro, as the
emengency response authority on
pehalf of Scund Trancs®, did not
establish an Incident Command wwithin
presaribed guidelnes to support
coordination and collsboration with
reguired resgonss panners.

£.11 The SCADA netwaork repar was
not prioritzed due to the fact that “on-
call staffing” was not available during
the holiday and special event period.
This was further confirmed when we
found no SCADA work crders entered
on weekends or holidays.

0.12 The PA sysiem was not tested o
ensure operability. We slso found that
confidence tests do not test door
slarms 3t the cross passages.

013 The remots use of the of the
public address system was not
available dus to the SCADA system
cuiage.

Issue Category

Operationa

Safety &
Security

ITiTechnobogy

Rlisk
Manapernent

ITiTechnobgy

Issue Type

Finding

Finding

Finding

Finding

Finding

Action Plan Tite

to address esczlaton

= = -

requiremsnts

Wahdste technical functionality of PA
unider seversd trainline conditons, for
both wehicle types (Senes 1 and Series
2). Corrective actions dentified in
responss to findings b.08 will also help
address this finding.

Analyze Incident Command
responsibilites st the agency level &
whather changes ars required on how
Incident Command functions across the
agency and all its modes. Corrective

actions identified in findings b.02 and b.0B

will also help address this .

Comeaciive sctions identified in response
b finding b.10 will also help address this
finding.

Two Part Action Plan, Including:
Determine the crafl and frequsncy for

confidence tests on cross passsges door

alarms, & Develop preventative
maintenance (PM) procedures for new

completion of CAP 1254,

Correciive sctions identified in response
te finding b.10 will also help address this
finding.

Closed

Clos

Closed

Clos

Clased



Audit Year Title

-

2021

2021

2021

2021

2021

Audit Plan

Audit Plan

Audit Plan

Audit Plan

21 Audit Plan

Audit Plan

Responsible
Party

Cormmunications
Marketing &
Engagement

Cormmunications
. Marketing &
Engagement

Cormmunications
Marketing &
Engagement

Cormmmunications
. Marketing &
Engagement

Cormmunications
Marketing &
Engagement

Cormmunications
. Marketing &
Engapement

11.35.21 Link Incident

Audit

112521 Limk Incident

Audit

11.35.21 Link Incident

Audit

11.25.21 Link Incident

Audit

11.35.21 Limk Incident

Auwdit

11.25.21 Link Incident

Audit

Investigation

Investigation

Investigation

Irwestigation

Investigation

Irwestigation

Internal Audit - Details

£.14 Becsuss of the SCADA network
cutage, these cameras were offline
Additonszlly, cross passapges in the
Morthgate section of the unnel systam

r= nat =guipped with cameras.
iZameras are 3djacent to the cross
pEssage doors.

£.15 Ne “in case of emergency signs”
are posted in either type of Link Bght
rail vehicles.

£.18 On other Scund Transi modes
(e, Sounder trains) audio messages
iell passengers what to do in case of
an emergency. There r2 no such
TESS3gEs on sither Seres 1 and
ZSerizs 2 Link vehiclzs

0.23 The Communications Duty Cfficer
would have be=n notified of the
ncident by “rider alerts" to their duty
cell phone; in this event,
cormmumications were not received due
to the duty c2ll phone malfunctioning,
and thers was no backup sysiem.

0.25 Becsuss of the lack of officis
procedures to transfer duty officar
respansibiiies, the PX Duty Officer
phone numbsr was not iransferred
properhy.

0 26 “See something wrong® signage is
posted for passengsers on the Senes 1
vehicles o contact 5T Security in the
event of an emergency; however, no

Issue Categony

ITiTechnobogy

Safety &
Security

Safety &
Security

ITiTechnabogy

Clpersticns

Safety &
Security

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Titke

Cormective actions identified m response
ta finding b. 10 will also help address this
finding.

Two Part action plan, including: Reseanch
options that ensure that train evacuations

inclede provisions for emeargency train
situations, & after completion of CAP

1284, determine best approach for further

action, if any

Cormective actions identified m response
te finding b. 15 will also help address this
finding. b.15 is CAP 1284

The Communications Duty Officers
phone was warking but transfer of duties
was not dons progerly. The Customsr
Servica Duty Officer's phone was
malfunctioning. Repgardless, wa will
dewslop protecals, add another Duty
Oifficer, & clarfy "special event”.

The Communications Duty Officars
phone was waorking but transfer of duties
was not done progerly. The Customsr
Senvice Duty Officer's phone was

malfunctioning. CAPs identified for finding

b.22 and b.23 w
this finding.

glso help o address

Add "See Something, Say Something”
signage to Series 2 wehicles.

Action
Plan State

Clos

Clzsed

Clos

Clesead

Clos

Closed



Audit Year Title

-

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

Responsible
Party

, Marketing &
Engapement

Communications
Marketing &
Engapemment

DECM (Design,
Enginesring,
Construction
Management)

DECM (Design,
Engineering
Construction
Management)

DECM (De=sign,
Engineering,
Construction
Management)

DECM (Diesign,
Engineering
Cionstruction
Management)

11.25.21 Link Incident
Audit

11.25.21 Link Incident
Audit

11.25.21 Link Incident
Audit

11.25.21 Link Incident
Audit

11.25.21 Link Incident
Audit

Audit Type

I nwestigation

Inwestigation

I nwestigation

Investigation

Inwestigation

Internal Audit - Details

posted tor passengers on the Senss |
wehicles to contact ST Security in the
event of an emerngency; howewvsr, no
such signage is posted on Sernies 2
wehicles.

£.27 KCM staffs the LCC Customer
Sazryice Desk betwssn 5 a.m. and 2
p.rni., Monday through Friday
excluding holidays. When the servics
desk is not staffed, duties are handed
owver to the ST Ops Duty Managser but
this is not formally documented.

a.01 The rod holding the EMI rod was
designed and installed above the top of
rail, and the engnesr of record should
have sowght approval of a deviation
from design criteria, which did not
o,

3.02 Shop drawinpgs noted that EMI rod
design would 1) protrude above the top
of rail in design & after installation, & 2)
that the EMI “Top of Rod was 1o be
field cut”; however, it was unch=ar on
whers to cut the rod & how much
clearance to ensure.

3.03 Testing of the dynamic envelope
was Emited to areas above and to the
sides of the wehicle and neglected o
werify that the spacing between the
track gaugs was free of obstacles
abowe the top of rail as specified by
design critenis.

a.04 Siermens vehicle testing did not
fully eonsider configuration differences
oetween Series 1 and Series Z light rail
wehicles.

Issue Category

Effectvensss &
Efficiency

Compliance

Internal Contral

Safety &
Security

Safety &
Security

Issue Type

Finding

Finding

Finding

Finding

Finding

Action Plan Titlke

signage to Senes 2 wehiclkes.

Clos

Mowve RERs from S5 Duty Offer to PICs.
CAPs for b 22 & b.23 will also help.
MOTE: C5 Desk responsibilities ars in the
C35 Dty Offcr RER's, not the Ops Duty
Mgr. Trefr of responsibilities is in pro 10.3
“Alert Guidelines and Requirements".

Fouwr part Action Plan, incleding: Complete Closed
a shori-term solution while identifying a
lang-term solution, improve procedurss,

and updats design critenis

Thres part Action Flan including trimming  Clos
EMI rods, investigating root cawse, and
implemsnting any permansnt corrective

actions.

Thres part Action Plan, incleding testing  Closed
procedures, inwsstigating root cswss{s),
and updating the Systems Integration Test

Fragram Flan {SITPP)

Fowr Part Action Plan, inclueding: Root Clos
cawse analysis, implementing SAFS,

maodifying Series 2 cable hangers, and
completing fiekd mod. instruction (FMI) cn
design change for 3ll Series 2 LRV on

order.



Internal Audit - Details

Audit Year Tile ~ Responsible Audit Title Issue Title Issue Category Issue Type Action Flan Title Action
Party Plan State
2021 Audit Plan  DECM (Design, 11.20.21 Limk Incident  Inwestigation  B.17 Whth the loss of power, blue Safety & Finding Two Part action plan, including: Closed
Engineering, Audit ghting was the cnly lighting that was  Security Reviewing Seres 2 light-rail vehicks
Construction working. Passengers had no design with Siemens to detzrmins
banagement) secondary emergency llumnation to feasibility of addt lighting redundancy &
see emengency door release controls. gfter CAP 130 A is complete, determine

whether to requecst 3 change proposal for
addtl kghting redundancy.

2021 Audit Plan  Finance 11.25.21 Link Incident  Inwestigation  b.22 No capability currently exists to ITiTechnobgy Finding Implement new Passengsr Information Cpen
Audit send an immedisie aler to passsngers Mgmt. System (FIMZ) capabiities {In
o 3 train, thowgh this is wnder Progress); Explore possibilities of moving
develspment with the upcoming up imglementation of PIMS capsbilities on
Passenger Information Managament Series 1 and 2 LRWs {Complete)
System (PIMS).
2021 Audit Plan  Finance 11.26.21 Link Incident  Investigation  B.31 Signage along the Link service Effectiveness &  Finding Instzll and mmplement FIMS to enhance Closed
Auwdit area did not provide any visual Efficiency capabilities of current Link stations to
ndication of delays for frains nor facilitate rider informaticn and
approximate time frains would armve st communicstions gt the stations.

stations, and many passsngers were
confussd about the status of service.

2021 Audit Plan TS {Information  IT Access Managemsnt Performance  Acocess Management controls need o [ TiTechnology Finding Review and update Roles and Cipen
Technology b= strengthensd. Responsibifies; Facilitats risk mgms
S=rvices) discussion and development of sirategic

plan; faciitate cross-departmsants
collsboration

2021 Audit Plan  Operations 11.26.21 Link Incident  Inwvestigation  3.089 Link Standard Maintznancs Internal Contrel  Finding Revize respective standard maintenance Closed
Auwdit Procedures do not provide chear procedures {SMPs) to enhance
guidance on what mechanics do when instructions for communicating critical
they cbserve damags o light rai hazards, damage and defects 1o
vehicles. respeciive management struciures.
2021 Audit Plan perations 11.25.21 Link Incident  Inwestigation  b.01 Sound Transit does not have Safety & Finding Improve communication and ermergency  Open
Audit sdequats processes in plsce to ensure  Security responss procedurss (3 CAPs complete,
passengers are prompsily informed 1 in prograss)

when emsrgencies acour. Furthermors,
Sound Transit does not exercise
sufficient oversight of its contracted
operator



Audit Year Title

2021

2021

2021

2021

2021

2021

Sudit Plan

Audit Plan

Sudit Plan

Audit Plan

Sudit Plan

Sudit Plan

Responsible
Party

Operations

Operations

Operations

Operations

Operations

Aundit Title

11.25.21 Link Incident

Audit

11.26.21 Link Incident

Fuudit

11.25.21 Link Incident

Audit

11.25.21 Link Incident

Audit

11.25.21 Link Incident

Audit

11.25.21 Link Incident

Audit

Audit Type

I rwestigation

Inwestigation

Irwestigation

Inwestigation

I rwestigation

I riwestigation

Issue Title

LeTia

£ .02 KCM interpreted WSDOT s
guidance for this e2vent 35 3 psssenger
transfer and not an ermergency
evacuation. This delayed eamergency
response, communication probocols,
and caused the two spenCies to miss
required safety reporting deadlines.
£.03 5T belisves & cannot sxercise any
dirsct suthosity to respond to
amergencies & that incident roles &
responsibifies were solely at the
authedty of KCM. Incident roles &
responsibiities were not clsrified or
cormmunicated between 5T & KCM

b.04 Link SOFs are developed and
agreed upon by both Sownd Transi
and KCM every 10 y=ars. However,
prior to the next schedulsd update,
seweral Link S0Ps critical to incident &
emergency protocols should be
reviewed & updated.

006 During special events, ST staff
draw from various departments 1o
sende in an owersight role performing
crowd control. In this mstancs, 5T
special =went staff did net have training
or S0Ps on what 1o do during
Smergsncy situstions

b 028 KCM LRV Qperator training did
nat includs additional components to
prepare operabors for the changing
service environment to include areas
such as safety cntical fraining (disabled
train in the tunnel).

0. .02 Thers are no officisl procedures
of training clarifying roles and

racmmncihilfice v bn canfaet in ftho

Internal Audit - Details

Issue Category

Safety &
Security

Safety &
Security

Rlisk
Manapernent

Internal Control

Ciperationa

Intemal Control

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Operations { KCM - Revise S0Ps 4.2 and

7.01 to inconporste new S50 guidance
language (relessed December 2021) in
regards 1o emengency evacuations and
passenger transfers, to ensure clarity,

definition and responsibilities for each are

G2

Operations / KCM - Rewiew 1G4 and
identify cpportunities to add clarity on
emergency response roles and
responsibilites and bridge gaps in ST
owsrsight responsibilities. CAPs in
responss to findings b.02 and b.08 will
alzo help address this finding

Review and update the respective S0OPs
identified in finding to add any needad

clarifications relating emergency protoccls

and incident responsss.

Revize special 2went cperating plans &
briefings to includs an emarpgency
responss roles & responsibiies section

ewsnts driving high ridership, 5T, where
feasibl, w
stations.

Thres part Action Flan, including:

evaluating and revising training program.

Tweo part action plan, including: Create
training document for new hires and for

threo rmlac fhiat hawa Moy anancr

deploy addtl security staff to

Closed

Clos

Closed

Clos

Closed

Clos



Internal Audit - Details

Audit Year Tile  Responsible Audit Type Issue Category |ssue Type Action Plan Titke
Party

-

2021 Audit Plan  Jperations 11.23.21 Link Incident  Inwestigation 009 Ther= are no official procedurss Internal Contrel  Finding Two part action plan, including: Create Clos=d
Aurdit of training clarifying roles and training document for new hires and for
responsibilties, who to contact in the those roles that have Duty Manager
event of an emergency, clear guidance responsibilites, & Implement training
cn what informaticn to report, when to utilizing documsnt fram CAP 1224,
escalate and when to follow up.
2021 Audit Plan ~ Operations 11.23.21 Link Incident  Inwestigation 010 the SCADA network between LW ITiTechnobsgy Finding Five Part Action Plan, including: Evaleste, Closad
Aurdit Siation and U District Station was not review and maonitor staffing, & develop
wiorking property on Mowvembsr 25, new SOPs.

2021 {the day pricr) and was not
prioritized &= a cntical repsir.

2021 Audit Plan  Jperations 11.23.21 Link Incident  Inwestigation 0.18 Bus bridges were arranged., but Cperaticna Finding Six part action plan, including: reviewing  Closad
Aurdit nodifications and crders were only and clarifying bus bridge protocols
being sent to and from King County (incleding bus operstor big books]),
Metro and excluded Sound Transit. verifyichange Link station signage to

inclede Link shuttle stop info, & Create
standard command post [intemsl
communicstons] template

2021 Audit Plan  PEPD (Planning, 2021 ESMS Internal Compliance iConstruction Project Docurnent Contral  Intemnal Control — Finding Cevelop a file siructure Cpen
Emvironment & Audit 5 inconsistent templatelprocedure & Re-format
Proj. Dev) SharePoint files
2021 Audit Plan  Safety 11.25.21 Link Incident  Inwestigation  b.19 Relevant parties from 5T Safety & Finding Six part action plan, including: Developing Closed
Aurdit Communications and Passenpger Security procedures for After-Action Review,
Expersnce (PX) did not attend tua updating the multi-year training sxercise
tabletop emergency exsrcises for the plan, hiring addil FTEs, and holding
MIGLE in March and August 2021, Also, intzrnal and full-scale sxercizss.

and first responders attended the
March exercise but not the August

SHErCiEs.
2021 Audit Plan ~ Safety 11.23.21 Link Incident  Inwestigation b.20 Both tabletop exercises to prepare  Safety & Finding Werified that info for Series 1 & 2 trains Clos
Aurdit for WGLE service did not considerthe  Security wars included in training materials for the
differences betwesn the Series 1 and MNGLE tabletop exercizes. Mo mgmit
Serizs 2 rains. action-3s the differences between Series

1 & 2 don't impact emergency
evscuations & both trains mest ST &
Federal specs & requirements.



Audit Year Title

-

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

Responsible

Safety

Safety

11.25.21 Link Incident
Audit

11.25.21 Link Incident
Audit

11.28.21 Link Incident
Audit

11.35.21 Link Incident
Sudit

11.258.21 Link Incident
Audit

2021 Link Light Rail
Safety Audit

Audit Type

Imvestigation

Investigation

Imvestigation

Investigation

Investigation

Compliancs

Internal Audit - Details

0.21 The 5T Agency Incident
Motifecation S0P for Safely instructs
that the ST Executive Director of
iJperatons notifies the CED of a3 major
ncident. While we found that this
orocedure was revised i 2020, it was
not used, nor followed

0.22 Mo procedures have been
developed o ensure the positive
confirmation of handovertakeower of
duties and updating of phone
forwarding for warious ST duty officars.

b.28 First responders did mot
remember andior reslize the
capabiities they had from their traiming
to 3ccess and operate these systems.

£.29 5T Pubkc Safety =taff lack
forrnialized procedurss for crovd
management, rmibgations, and largs
SVENIE.

£.30 Contracted security staff lack
forrnalized training for special events,
escalator monitoring, crowd
management, and slips and falls
Additicnally, they do not haws
formalized S0P for special evenis
5T's review of KCM Link rules
cormpliance activities is not proactive, &
primarily includes receiving & tracking
notifications of rules violations rather
than the rmonitoring & evaluation of the
effectivensss of the KCM Link Rules
Compliance oroararm.

Issue Category

Compliance

Ciperationa

Safety &
Security

Safety &
Security

Safety &
Security

Compliance

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

ederal Specs & requinsmentis.

Correciive actions (CAP 13ZF) identified
in response to finding b. 18 will alsc help
address this finding.

Two Part Action Plan, incheding: Procuring
mass cornmunication tool and develop
procedures that cutline process & rales &
responsibilities for utilization.

Cevelop and forward quarerdy fraining
bulletinsfalers to first responders &
dewslop annual familiarization toursE
refresher trainings with local fire
deparmsnts.

Create crowd management procedurss
and revise crowd controd procedures.

Safety - Review procedures for Security
=1aff station monitering roles and
responsibilites o ensure clanty, including
for escalstor monitoring and slips and
falls.

ASP will be updated fo explain Rules
Complsnce oversight by ST, Longer term
JRECC quanery review of Rules
CompEance ST Ops activities and open
it=ms.

Clos

Closed

Closed

Closed



Audit Year Title

-

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

2021 Audit Plan

e ow e

Responsible

Safaty

¢
'
-

Sound Transit

Audit Title

2021 Link Light Rail
cafety Audit

2021 Sounder
Commuter Rail Internal
Safety Audit

2021 Sounder
Commuter Rail Internal
cafety Audit

2021 Tacoma Link
Int=rnal Safety Audit

2021 Tacoma Link
Int=rnal Safety Audit

2021 Tacoma Link
Internal Safety Audit

n=ss Confinuity
Dizzszter Recovery

wdi

=t

=

Audit Type

Compliance

Compliance

Compliance

Compliancs

Compliance

Compliancs

Performance

Internal Audit - Details

Issue Title

ampliance grogram.

The MELE 80-day Simulated S=nice
schedule lacked adequate inclesion of
Viaintenance sctivities.

The Audit Team discovered an expired
AED on Train #107. The AED Pad
expiration is 04/08/2021.

The roles and responsibilities for the
Director, Commuter Rail Bus &
=aratransit ars not listed in the S5FPP

oo
and -=a-xr

5T Transportation Safety & Security
Divisicn had not mitiated a review and
updste of formalized risk ascessments,
given the homeless camp miay nod
nave existed near this TPSS when the
st risk assessment wias conductied.

The Audit Tesm found 3 shatiered
glass pans on the roof of the new
Wach Rack building. The broksn pans
has a high potential of collapsing ento
the ground and injuring anyone
tensath or around the mmmediate ares
wihers the glass may fall.

The audit team found an =lecirical
asset in an unknown state of operation.
The asset was missing a significsnt
cormponent frorm 3 pansl.

Sirengthen Monitoring and
Documsantary Contrals over Agency's
ZO0F Process

- 1 1 g -

|ssue Category

Cperaticna

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

Safety &
Security

|ssue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Mitigations will be tracked through Finding
AT from investigation report for "Apple
Cup” incident.

Arntrak has developed 3 tracking sheet of
all the AED battery 3nd pad expiration
dates and are now maintsining a
replacemsant scheduls in arder to keep
current with requirements. 5T has
receved 3 copy of the tracking sheet.
TS5 is trackmg this itz=m for meorporation
into the first revision of the S5P
scheduled for August of 2022, Revision
1.0 of the 55P will be sent to Audit prior ta
finalization & signature to ensure the
cufficiency of the resgonss to this finding

M

M

Y

Mot Applicable ]| Streamiine process
ingfficiencizs

Clos

Closed

Clos

Closed

Clos

Closed

Clos



Audit Year Title

-

2021 Audit Plan

2021 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

Responsible
Party

Sound Transit

Sound Transi

TS {Information

Technology
Sernvices)

Frocurement,
Confracts &
Agreements
Frocurement,
Contracts &
Agreemsants
Frocursment,
Contracts &
Agreermsants

Audit
System Access Fund
Audit

Wirgless Device Policy
Follows-up

IT Asset Management
Audit

Consultant On and OF
Boarding Practices

endor Management
Audit

Wendor Management
Audit

2020 Link Light Rail

Intzrnal Safety Audit
2020 Link Light Rail

Intzrnal Safety Audit

2020 Tacoma Link
Light Rail Safety Audit
OMFE AP 1000

Audit Type

Performance

Performance

Performance

Performance

Performance

Performancs

Comgpliance

Compliancs

Comgpliance

Safety &
Security
Certification

Internal Audit - Details

COO0F Process

Design and Irnplementation of Controls
ower SAF Expenses and Related Cost
Information needs to be Strengthensd

Wireless Device Program Controls
need to be strengthened.

Agency has inadeguate oversight owsr
te T a=set management process

The Agsnoy lacks effective consultant
cnboarding and off-boarnding

OTOCESEES

Contract Manasgemsant Cwarsight
relsted to IT Wendors was not Auditsble

mprove Wisibility for all In-scope
Procurements

Zrp=n Facility Audit Findings without
mitigations in placs

There is no evidencs that regular
monthly facility inspections are 1aking
pdace andior documented.

Dirug & Alcohol Program

The approved PHA dated September
11, 2019 had nat be=n uplesded in
S5IME a5 a certification

Issue Category

Intermnal Control

Intermnal Control

ITiTechnology

Effectvensss &
Efficiency

Intermnal Control

Effectinveness &
Efficiency

Complisnce

Cperationa

Complisnce

Safety &
Security

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Titke

OFI's procedures to cleardy defins the
process steps in ensuring: (3} a sufficient
& consistent invoice review process; (b)
reCUITing status update meetings o
facilitate coordinated reviews of required
documentation; and (o) periodic
reconciistion

1. Implement process for periodic audits
of stipend recipients; 2. Conduct periodic
user werifications; 3. Implement 3
ServiceMow child tickst on =dting ussrs
4. Updating the 2ligibilty criteris to reflect
current business requirements

CMDEB discowery for whole agency

Creste 3 cross-functional task fores to
identify procsss and contro
improvements

Infarrnation Securnty contraciual owersight
for tier 2 & 3 {see F-Wl-21-01 for mor=
w'p details]

Dz Mot Use (se= F- WM-21-02):
Information Securnty contraciual owersight
fortier2 & 3

Werify inspection kems are uploaded and
mitigations ars in place 35 necassary
Improve 20Ps for regular facility
insp=ciions

Mew O&A Policy signed

The residual risk will remain a=
‘undesirable” as we have documented
that the S50CC accepied the hazards on

Clos

Cpen

Clos

Closed

Clos

Closed

Clos

Closed

Clos



Audit Year Title

-

2020 Audit Plan

2020 Audit Plan

2020 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

Responsible
Party

TS {Infarmation
Technology
Services)

iJperations

Operations

OMFE AF 1000

OMFE AP 2000

OMFE AF 3000

Information Security
Govennancs

Partner Ciosi
Monitoring - King
County Metro Audit
Fartner Ciosi
Monitoring — Pierce
Transit

Wiork Order Process
Audit

2018 Central Link
Internal Safety Audii

2018 Central Link
Internal Safety Audii

2018 Central Link
Internal Safety Audit

2018 Sounder
Commuter Rail Internal
Safely Audit

Audit Type

Safety &
Security
Certification

Safety &
Security
Certification

Safety &
Security
Certification

Perdformanca

Pedormancsa

Pedormancs

Pedormancsa

Complianca

Compliancs

Complianca

Compliancs

Internal Audit - Details

sl S0,

The residual risk decision crteria for 3
nazards had not been updated in
SEIME to reflect the revised review.
Ses description.

=1-Re=idual risk decision cnteria for
the hazard had not been updated n
S5IMS

F1-Current S53CP needs modification

for the use of project specific documsnt
retention systerm in lieu of SSIME.

nfprmation Security Gowernance has
not been Formally Defined at the
Agency

ST Controls over KCM Cost Allocaton
Moded review are limited

The apgency's review of Figrce Transs
allowiskle & allocable cost nesd
Mprovemsnt

Agency lacks clear guidance and
procedures for work orders

clament 12; Safety Audits

Element 3: Ovenview of the
Management Structure

Slement 4: S5PF Centrel and Update
Director Bus, Rail & Paratransit rofes

and responsibilities are not defined in
the S5PP

|ssue Category

Safety &
Security

Safety &
Security

Safety &
Security

ITiTechnobogy

Internal Contral

Effectivensss &
Efficiency

Safety &
Security

Internal Contral

Safety &
Security

Safety &
Security

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Residual Risk has been accepted by TEE.

F1i-Action Flan -Update residual risk
decisicn criteris for the hazard in S5IMS

F1-The project tam will upload all of the
missing IDRs into SIMBMS

Leadesship and InfoSec staff increase
collaborative efforts to enhance the
agency’s current owersight process
Implement most recommendations fo
imiprowe controls ower KCM Cost
Allocstion Model

Work with Fizrce Transit to improve
accuracy of data and reporting

The agency has lack of maintenancs
procedures for work order

The S5FF is obsolete and thers is no
requirement m the ASP to include KCM in
audits

The S5PP is obsolete and there is no
requirement m the ASP to include KCM in
audits.

The S57F is obsolete and there is no
requirsment in the ASP to include KCM in
audits

Rales and Responsibiies have been
added to the lstest wersion of the S5P.

Closed

Clos

Closed

Clos

Closed

Clos

Closed

Clos

Closed

Clos

Closed



Internal Audit - Details

Audit Year Title Responsible Audit Title Issue Title Issue Category  Issue Type Action Plan Titke
Party

-

2018 Audit Plan 2018 Sounder Compliance Train Swissps Dperationa Finding The audit t=am conducied a field
Comrauter Rlail Internal surveillance on S2R2020 to verify train
Safety Audit sweepns wers conducted per SCR.S0P-
10001
2018 Audit Plan  Safety Eact Link E360-E25, Safety & F1-5T has not followsd Phase Gate Safety & Finding F1-Action Plan: Identify Phase Gate Closad
EZXT, GW, P2T Security process as reguired by the Agency and  Security process for Design Buld projects, without
Certification project specific SSMPs. losing any of the critical steps and
assurances provided by hold points.
2018 Audit Plan  Safety E=zc=t Link E300-E25, Safery & F2-Inconsistenciss between design Safety & Finding F2 Aztion Plan-Reconciliation of Clos
EZV, GWW, F2T Security documentation referenced in the CIL, Security infarmation and impscis to hazard
Certification upleaded to the Design Verfication mitigation analyzed

List, and documenis referenced in the
De=ign-Buid contractor CIL.

2018 Audit Plan  Safety E=zct Link E380-E25, Safety & F3-Project specific 55MP Safety and Safety & Finding F3-The S5MP will be revised, Chapier T Closad
EZXT, GW, P2T Security Becunty Verification Process reguires Security
Certification revisions.
2018 Audit Plan  Safety E=zc=t Link E380-E25, Safety & 4-McMillen Jaoobs Associates Jan Safety & Finding F4-Cormect inaccuracies and reconciliation Clos
EZV, GWW, F2T Security 2018 report has numencal inacouracies Security issues
Certification
2018 Audit Plan  Safety HTLE AP 2000 Safety & High number of Conditonal Accepiable  Safety & Finding OBSY 2-Conditional Acceptable findings  Closad
Security ratings identified. Security chould b= resolved by adding hazard
Certification mitigation activity within Agile Point.
2018 Audit Plan  Safety Safety Assurance Performance  5T's Hzzard/Risk Managemsnt Safety & Finding Strengthen the Risk Management Clas
Process nesds improvsment Security Frocsss
2018 Audit Plan  Safety Type 2 Light Rail Safety & F10-LTK Light Rai V=hicle Audits Effectiveness &  Finding F10-Baz=d on number of open items, Closad
‘ehicle {LRWZ) Security Efficizncy deficiencies and cngoing delays, LTH
Procursment {1st Audit)  Certification chould eonsider performing additional

audits fecused on Siemens quality contral
and guality assurance program.

2018 Audit Plan  Safety Types 2 Light Rail Safery & F1-5afety Cerification Plans and Safety & Finding F1-Safety Certification Plans and Clos
Wehicle {LRWZ) Security Procedurss Security Procedures
Frocursment {1st Audit)  Certification

2018 Audit Plan  Safety Type 2 Light Rail Safety & F2-Opsrations Maintenance Facility Operaticna Finding F2-OMF changss Closad
ehicle {LRWZ) Security {OMF) Changes

Procurement {1st Audit)  Certificaton



Audit Year Title

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

2018 Audit Plan

Responsible

Labor Relations

Audit Title

Type 2 Light Rail
ehizle {LRWZ)
Procurement {1=st.40dit)
Type 2 Light Rail
ehicle {LRWZ)
Procurement {1st Audit)
Type 2 Light Rail
‘ehizle {LRWZ)
Procurement {1=st.40dit)
Type 2 Light Rail
“ehicle {LRVZ)
Procurement {1st.Audit)
Type 2 Light Rail
‘ehizle {LRWZ)
Procurement {1st Audit)
Type 2 Light Rail
“ehicle {LRVZ)
Procurement {1st.Audit)
Type 2 Light Rail
‘ehizle {LRWZ)
Frocurement {1st.Audi)
Type 2 Light Rail
“ehicle {LRVZ)
Procurement {2nd
Audit]

Type 2 Light Rail
ehizle {LRWZ)
Procuremant {2nd
Audit)

Project Labor
Agreemsnt

Azzet Disposals

Safety &
Security
Certification

Safety &
Security
Certiicaton
Safety &
Security
Certification

Safety &
Security
Certification

Safety &
Security
Certificaton
Safety &
Security
Certification
Safety &
Security
Certification
Safety &

Security
Certficaton

Safety &
Security
Certification

Performancs

Performancs

Internal Audit - Details

Issue Title

F3-LEVZ Cab Window' Carshell Frame
and Possible Undocumented Changss

F4-LTK monthly report

Fo-Approval Status and Completion of
iJn-5ite LRV Testing Procedures

FO-Lag in S5IME entries

FT-Completensss of Enginesring
Zhange Motice (ECH] list in WHB

FB-Traceability and format of WHEB
opEn tems list

Fo-Clarity of Use-As-l= Process

LRV dynamic iesting and use of sand

LTH has not produced SAMDE audi
schadule

Cwersight Should b= Strengthened for
Pre-enrollmentMandom substancs
abwse program

Azzst and spars parts’ dispossl
procedures are inadegquste

Issue Category

Effectweness &
Efficizncy

Compliance

Internal Control

Safety &
Security

Effectweness &
Efficiency

Effectveness &
Efficizncy

Effectveness &
Efficiency

Safety &
Security

Safety &
Security

Internal Contral

Issue Type

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Finding

Action Plan Titke

F3-LREWZ Cab Window'Carshell Frame
and Possible Undocumented Chanpges

F4-LTK monthhy repart

F5-Approval Status and Completion of
On-5ie LRV Testing Frocedures

Fd-Lag in SSIMS eniries

F7-Compleieness of Enginsering Chanpge
Metice (ECM) list in WVHE

F2-Trac=ability and format of VHE open
it=ms Est

Fe-Zlarty of Uss-A=-lz Process

LRV use of sand for brake testing

LTK has not produced QAQC audit
scheduls

Develop and implemsant the monitoring
cubstance abuse prevention program

Improve Disposal Procedurss

Action
Plan State

Closed

Clos

Closed

Clos

Closed

Clos

Closed

Clos

Closed

Clos



Internal Audit - Details

Audit Year Title  Responsible Audit Title Issue Title Issue Category Issue Type Action Plan Titke
Party
2018 Audit Plan  Jperations Small Capital Projects Pesformance  Small Capital Project Processss should Intemal Control  Finding Include capacity considerations in the Closed
be strenghtensd: Unrealistic Resource project planning process.
Planning and Project Completion
2018 Audit Plan  Procurement, honcompetitive Ferdformance  Checks and Balances to Rewiew Internal Contral  Finding Strengthen the role of the Compatition Clos
Confracts & Confracts Frocurement Moncompetiive Procurement Reguests Advocate to ensure esch noncompetition
Agreements fre Inefiective procurement is propsr and walid.
2018 Audit Plan  Safely 2018 System Safety Compliance Inadequate out of service security Complianc= Finding Improve train sweep S0P Closed
Program Plan (S5PF) SWesp
Sounder Commuter
Rail (SMND}
2018 Audit Plan  Safety 2018 System Safety Compliance gi-annual refresher training fior Compliancs Finding S5PP is obzolets, ASF was adopied July Clos
Program Plan {(35FP) Supsrvisors and sfected employess is 2020. Drug and Alcohod compliancs was
Tacoma Link Light Rail not being completed per Elemsant 20 of verified during the 2020 and 2023 interna
(TLR]) the SS5PP. safety audits
2018 Audit Plan  Safety 2018 System Safety Compliance Finding #1: S5PP, Executive Policy Complianc= Finding S5PP is obsolets, ASP was adopied July Closed
Program Plan (S5FPF) statement missing. 2020.
Tacoma Link Light Rail
(TLR)
2018 Audit Plan  Safely NGLE 02 Safety Safety & FINCIMG 1-Dirswing, specification and  Safety & Finding FINDIMNG 1-Cormect deficiencies outlined  Clos
Cerification Audit - Security calculation references should be Security in findings
Certification modified or cormected.
2018 Audit Plan  Safety Point Defiance Bypass Safety & F1-18 Conditionally Acceptable and 1 Safety & Finding F1-1% Condionally Acceptable and 1 Closad
(FDE) Safety Security Unacceptable identified during the Security Unacceptable identfied during the audit
Cerification Audit Certification audit
2018 Audit Plan  Safely Tacoma Trestle (3CR)  Safety & F1-Cumulatve 20 Conditionally Safety & Finding F1-Resclve Condiional Acceptable Clos
Cafety Certification Security Aoceptable ratings identified during the  Security findings by revising spplicsble
Certification audit epecifications, drawings, plans,

procedures, tracking logs, andlor updats
S5IMS accordinghy.

2018 Audit Plan  5BT (Strategic  Configuration Ferformance  As-Bulk Drawings Management During  Intemal Contrel  Finding Implement b=st practices recommended  Open
Susiness Management iConstruction Are Insflzctive by CFl t=am, as well as performing data
Sarvices) cizanup for existing as-ouilt records.

2017 Audit Plan  Finance Miscellaneous Ferdormance  Lack of Managemeant Controls Ower Internal Contral  Finding Cesign and Implement Controls Clos

Revenus Adverising Coniract



Audit Year Tile

-

2017 Audit Plan

2017 Audit Plan

2017 Audit Plan

2017 Audit Plan

2017 Audit Plan

Responsible

Party

ITS {Informaticn

Technology
Sarvices)

Cperations

Chperations

Frocurement,
Coniracts &
Agreements

Sound Transit

IT Asset Management

Facilities Servicss
Contract Manapemsnt

Mon-Revenue Vehicks
FProgram

Architecture and
Enpineering Indirect
Cost Rates — Follow-
Up

Indirect Costs for Co-
lecated Consulkants

Performancs

Performancs

Performance

Performancs

Performance

Internal Audit - Details

Issue Title

Agency IT Asset Management {ITAM)
System Lacks Discipline and Controls

Management Controls Ower On-Call
Irvzice Review are Inadsguats

Frior Audit Issues Mot Resolved

Commective Actions to Address Pricr
Audit |ssues Related to Architectural
and Engineering Contract Indirect Cost
Rate Updawes Have Mot Been
Adsguats.

Mo process for co-located consulkant
field owerhead rates

Issue Category

Intermnal Control

Intermnal Control

Intemal Control

Internal Control

Financizl

Issue Type

Finding

Finding

Finding

Finding

Finding

Action Plan Title

Design and implemsnt an [T assst
reansgemsnt system

Manzpermsnt will review and may reguire
additional resources and possibhy dirsot
support in partnership with Procurement
and Internal Awdit to conduct this effort.

Strengthen Controls

Adopt best practices 3= they evalve,
consistent with FTA reguiremsants

E=tablish 3 process to manage co-located
consulants

Closed

Closad

Closed

Closed



Audit Risk
Category

Definition

Operational

Issues related to the efficiency and effectiveness of day-to-day business
operations, such as resource utilization, workflow bottlenecks, or process
inefficiencies.

Compliance

Findings that highlight non-adherence to legal, regulatory, or internal policy
requirements. This category is critical as it may involve legal risks or
penalties.

Effectiveness &

Findings that affect the organization's ability to achieve its objectives
efficiently and effectively. This can involve the performance of systems,

Efficiency

processes, or personnel.

Findings related to inaccuracies or mismanagement in financial reporting,
Financial budgeting, or accounting. These could involve over/under-reporting or

insufficient controls.

Internal Controls

Issues related to the failure or weaknesses in control mechanisms designed
to prevent fraud, errors, or other irregularities in operations and financial
management.

Risk Management

Findings that indicate gaps in identifying, assessing, or mitigating risks that
could impact business continuity or success.

Findings related to physical security, IT security, or safety hazards that could

Safety & Security . .
pose a threat to employees, assets, or information systems.
Findings that highlight misalighment between operations and long-term
Strategic business goals or strategy, which may impact the organization's future
direction.
IT / Technology Findings related to systems, software, hardware, cybersecurity, and IT

governance that impact data integrity, system reliability, or compliance.

Human Resources

Issues related to personnel management, such as hiring practices,
employee performance evaluations, training, and adherence to labor laws.
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